ABSTRACT Underwater acoustic sensor networks (UASNs) have attracted much attention due to their wide applications in various fields. However, as the sensor nodes are powered by batteries with limited energy and the batteries are difficult to be replaced, extending network lifetime should be taken as one of the primary objectives of network performance. In addition, due to the unreliable communication between nodes, the long propagation delay and high error rate, it is challenging to design a reliable routing protocol for UASNs. In this paper, we propose a Dempster-Shafer evidence theory-based opportunistic routing (EBOR) protocol to forward the packets to the surface sink. In EBOR, the source node considers both residual energy and packet delivery probability as evidence to determine an optimal next hop. With trust-based computation, the number of neighbors participating in forwarding is optimized to reduce energy consumption. Subsequently, the source node enables to schedule the packets transmission toward the surface sink efficiently based on the trust of nodes. Thus, the EBOR protocol can extend the network lifetime by uniformly distributing the residual energy and achieve a higher packet delivery ratio. The simulation results show that the EBOR protocol outperforms other protocols in terms of packet delivery ratio and energy efficiency.
span from the deployment to the instant when the network is considered nonfunctional [8] . To prolong the network lifetime, many routing protocols are proposed. In [9] , Mohammad et al achieve k-connectivity and maximal coverage for an area with least energy consumption. However, excessive pursuit of energy saving will cause some nodes to die due to overuse. In [10] , depth-based routing (DBR) protocol uses the depth information of nodes as the basic metric of selecting the next hop. The node with the lowest depth forwards the packet first. Many protocols, like the DBR protocol, only consider depth or distance without considering the residual energy. Therefore, the network will form some coverage holes as some nodes are exhausted. These holes will not only make the network performance worse, but also shorten the network lifetime. Therefore, uniform consumption of residual energy is very important to the network.
The protocols which use trust-based scheme [11] , have gained popularity over the past few years. In [12] , the Dempster-Shafer evidence theory (DST) is used to detect the malicious nodes efficiently in wireless sensor network. The trust-based geographic routing (TBGR) is proposed in [13] which considers both social trust and Quality of Service trust of nodes. However, UASNs have more serious resource and energy restrictions than that in TWSNs. The trust models should be adjusted to suit the requirements of underwater acoustic environment unlike the traditional ones.
Motivated by the mentioned points above, in this paper, we proposed a DST-based opportunistic routing (EBOR) protocol for UASNs. The proposed scheme is designed by taking the environmental, computational and energy-limited constraints in UASNs into consideration. The basic idea of the DST is to combine the evidences from different metrics to describe the reliability and competence of a node to perform a certain expected function. However, the selection of metrics for the next hop, as a critical factor influencing the network performance, is vague. On the one hand, considering the packet delivery probability (PDP) and residual energy could help ensuring high packet delivery ratio and uniform energy consumption but may increase the end-to-end delay. On the other hand, considering the efficient transmission distance (ETD) could help reducing the end-to-end delay but may lead to decrease of packet delivery ratio. In this work, we propose to handle this trade-off among the packet delivery ratio, energy consumption and end-to-end delay by dynamically selecting the next hop in every transmission. Since the DST can consider several metrics comprehensively, the source node is able to determine the most reliable node to forward the packet instead of a greedy one.
The main contributions of this paper can be summarized as follows:
1) We have used exponential smoothing method to calculate the PDP, which considers the previous communication of the node to make the prediction more accurate. 2) We have taken the residual energy into consideration to achieve more uniform consumption of residual energy, thereby extending the network lifetime.
3) We have used DST to determine the priority of its neighbor nodes for source node when facing multiple metrics and selected the appropriate nodes according to trust to form the forwarding relay set. The rest of this paper is organized as follows: in Section II, the existing routing protocols based on opportunistic, geographic and energy-efficient are studied. In Section III and IV, the EBOR protocol is described in detail. The simulation results are shown and discussed in Section V. Finally, we conclude this paper in Section VI.
II. RELATED WORK
A lot of studies have been done on underwater routing protocols in the past few years [14] . Many protocols have been proposed to solve the unique characteristics of underwater acoustic environment such as long propagation delay, high energy consumption and low packet delivery ratio for UASNs. In this section, we provide a review on studies that have been down on this topic.
Many protocols create the optimal routing paths based on global topology information [15] . For example, the Q-learning-based adaptive routing (QELAR) proposed in [16] defines a reward function based on the residual energy of the sensor nodes. In QELAR, sensor nodes choose the nodes with more residual energy as the next hop, thereby extending the network lifetime. However, the protocol does not consider the end-to-end delay. When the number of sensor nodes increases, the routing will detour with more nodes and the delay will increase. To solve this problem, a Q-learning-based delay-aware routing (QDAR) protocol is proposed in [17] . In QDAR protocol, both residual energy and propagation delay are considered for adequate routing decisions. The sink nodes plan the paths to reduce the computational load of the sensor nodes. However, collecting the relevant information from sensor nodes and sending paths information to them require too much energy. In addition, the planned path in advance is not reliable in the dynamic underwater environment. Once some nodes in the path fail to communicate or move, the sink node needs to re-plan the path.
Some other protocols only know the local topology and transmit packets through multi-node participation. DBR [10] is the first routing protocol based on the pressure level to measure each node. The source node forwards the packet to a next hop with a lower depth using greedy criterion. Since there are few sink nodes in UASNs deployed in the ocean, it is easy to transmit the packets to the water surface but difficult to reach the sink nodes. The vector-based forwarding (VBF) routing protocol is proposed in [18] . In VBF, a virtual ''routing pipe'' is created from the source node to the surface sink and the pipe radius is preset. Nodes in the pipe enable to forward the packet while nodes aren't in the pipe drop the packet. However, it is difficult for packets to be transmitted to the sink node successfully when the number of nodes is small. The hop-by-hop vector-based forwarding (HH-VBF) routing protocol [19] is proposed to improve the packet delivery ratio when the deployed sensor nodes are sparse. In HH-VBF, each hop node will creative its ''routing pipe'' toward the sink node. However, too many nodes participating in forwarding the packets cause excessive energy consumption and increase packet collisions.
A geographic and opportunistic routing with depth adjustment (GEDAR) is proposed [20] to reduce the packet collisions and improve the delivery rate of packets. In GEDAR, all neighbors of the source node forward the packet. The closer the node is to the sink, the higher the priority to forward the packet. Once the node receives a packet from a node with a higher priority, it will drop the packet it holds. However, the greedy rule makes some nodes consume too much energy, which will shorten the network lifetime. Moreover, it is unreasonable for nodes in GEDAR to solve the void area problem through depth adjustment, cause the distance between nodes is too large and the energy consumption is too high.
The energy-efficient cooperative opportunistic routing (EECOR) protocol [21] is proposed to cooperate opportunistic routing with energy-efficient. It uses the fuzzy if-then rules to select the best relay for source node. However, the drawback is this rule is difficult to precisely distinguish neighbors. Moreover, the depth based greedy criterion makes it difficult to transmit the packets to the sink nodes efficiently. The modified energy weight routing (MEWR) protocol is proposed in [22] to guarantee energy efficiency. In MEWR, the cost of a link is formulated through energy weight to determine an optical path with low energy consumption by using a minimum algorithm. In the path discovery phase, a node employs a greedy approach to find all its neighbors and determine an optimal one with the lowest energy consumption. However, low energy consumption does not lead to long network lifetime effectively. Since MEWR does not take the residual energy of sensor nodes into account, it cannot optimize the energy distribution, which is crucial for network lifetime extension. To cater for these issues, we propose a DST based opportunistic routing (EBOR) protocol. In EBOR protocol, the residual energy is considered to uniform the energy consumption and the packet delivery ratio is improved by forwarding the packets through multiple nodes. The features of classical algorithms are summarized in Table 1 .
III. EVIDENCE THEORY BASED OPPORTUNISTIC ROUTING PROTOCOL
In the EBOR protocol, the opportunistic routing is utilized to transmit the packets from source node to the surface sink by the participation of multiple neighbors. To determine the next hop, the source node needs to know the location information of its neighbors and their residual energy. Therefore, the sensor nodes get the information during the initial phase and update them by overhearing the underwater acoustic channel. In the EBOR protocol, the DST methodology is applied to select appropriate neighbors of the source node to form the forwarding relay set. Then nodes in the relay set forward the packet in the order of trust which are calculated by DST. The higher the trust, the more prioritized the node forwards the packet. Due to the propagation characteristic of acoustic communication, each node in relay set will receive the packet when the source node sends a packet and be set a holding time to avoid collisions. The holding time of node with the highest trust is 0. Then the relay node will forward the packet if it does not hear the transmission from node with higher trust during its holding time, or it will drop it. The packet will continue to be transmitted hop by hop until it finally reaches the surface sink. The overall procedure of the EBOR protocol is shown in Fig. 1 .
A. SYSTEM MODEL
The network scenario used in this paper is shown in Fig. 2 , where sensor and sink nodes are randomly and uniformly distributed on the surface of water, respectively. Then the sensor nodes form 3D topology structure through depth adjustment. In UASNs, sensor nodes under the water surface use acoustic communication to transmit information. They transmit the collected information to the surface sink through single-hop or multi-hop paths. The sink nodes on the water surface transmit the information to the data center through satellites or terrestrial base stations for analysis [23] .
Some preliminaries are proposed as follows:
1) The sink nodes can get their location information through GPS and each sensor node knows its location through existing localization service such as [24] ; 2) Sensor nodes can update the information of their neighbors by overhearing the underwater acoustic channel; 3) All the sensor nodes are homogenous in terms of initial energy, energy consumption and transmission range; 4) The source node only forwards the packet to neighbors whose depth are less than its depth and keeps the successful and failed communication record of its neighbors.
B. PROBLEM DEFINITION
Based on the system model, our problem can be defined as follows: Given a connected network of N sensors each of which has the same transmission range and are deployed in the water with a given area boundaries, several sink nodes are uniformly distributed on the water surface, our goal is to choose the appropriate next hop for the source node so that the packets can be transmitted to the surface sink hop by hop and the link between the source node and the sink node is reliable and energy efficient. In achieving our goal, we apply a trust model that considers multiple metrics to compute node reliability. The sensors obtain relevant information through local communication with the 1-hop neighbors and determine the order of forwarding packets according to the trust of neighbors.
C. PACKET DELIVERY PEOBABILITY ESTIMATION
In this section, we estimate the PDP p(m, d) of m bits for source node and its neighbor with distance d. The Thorp propagation model [25] is adopted in the EBOR protocol to design underwater acoustic channel. The path loss which is described as the attenuation on a single, unobstructed propagation path over a distance d for a single frequency f due to large-scale fading, is defined as:
where k and a(f ) are the spreading factor and the absorption coefficient, respectively. The propagation geometry is described by using the spreading factor k. Its commonly used values are k = 2 for spherical spreading, cause the power transmission of sensor nodes is omnidirectional in this paper. The absorption coefficient a(f ), in dB/km for f in kHz, is described by the Thorp's formula [26] given by:
Thus, the average signal-to-noise ratio (SNR) over distance d for frequency f is given as:
where E b and N 0 are the average transmission energy per bit and noise power density in an acoustic channel, respectively. In this paper, the binary phase shift keying (BPSK) modulation is used, which is being widely used in state-of-the art acoustic modems. In BPSK, each symbol carries a bit, the probability of bit error over distance d is defined in [27] as:
Thus, the delivery probability of packet with m bits which is transmitted for distance d can be calculated as
IV. THE PROPOSED DST BASED FORWARDING RELAY SET SELECTION
In the proposed EBOR protocol, the DST methodology is applied to select the appropriate nodes for the forwarding relay set. DST is a generalization of the Bayesian theory of subjective probability. It allows one to arrive at a degree of belief (represented by a mathematical object called belief function) that consider the available evidences from different metrics. In this paper, several metrics are chosen to help the source node select an optimal next hop rather than a greedy one selected by a single metric such as depth or distance VOLUME 6, 2018 toward the sink node. Metrics chosen in EBOR are listed in Table 2 . In many proposed routing protocols, the criterion for routing decisions is to choose the shortest path. However, this criterion will result in the nodes on the shortest path drain energy more quickly than other nodes, leading to a shorter network lifetime. Therefore, the residual energy of nodes should also be considered to achieve uniform consumption, thereby prolonging the network lifetime. Considering the dynamics of underwater acoustic environment, it is necessary to take PDP into consideration to improve delivery rates and reduce retransmissions. However, it is difficult for the source node to determine the priority of the neighbor nodes when facing multiple metrics. Therefore, we use the DST as a suitable methodology to combine the evidence from these three metrics to evaluate the trust-worthiness of neighbor nodes. The important notations are listed in Table 3 . Combine DST with the system model, the power set of source node n i is defined as i = {{n i1 }, {n i2 }, . . . , {n ik }}, where n i1 , n i2 , . . . , n ik are the neighbors of node n i . Any element n ij ∈ i depicts a hypothesis/proposition that is selected by the source node to forward the packet.
The strength of evidence supporting n ij ∈ i is given by the Basic Probability Assignment (BPA) function. It assigns a mass value to every n ij ∈ i and satisfies the following two conditions:
(
By the definition of BPA function, we construct functions m 1 , m 2 , m 3 corresponding to the three metrics residual energy, PDP and ETD, respectively. They are defined as follows: 1) Assuming the residual energy of neighbor n ij ∈ i is energy ij , then the mass value m 1 (n ij ) is defined as:
2) The conventional method of estimating the PDP is introduced in the section III-C. However, due to the factors such as ocean current or marine animals' activities, the communication between nodes is dynamic and unreliable. The exponential smoothing is used to calculate the PDP, which considers the previous communication of the node to make the PDP prediction more accurate. The formula is shown as follow:
where p record (V ) is the probability of successful forwarding in the past V times and is recorded by the source node.
Here, an experiment of communication between two nodes was made according to the characteristics of the underwater environment. The data represents the mean-square error between the predicted probability and the actual result. The smaller the value, the more accurate the prediction. Experimental result is shown in Table 4 . According to the experimental results, V and ε are set to 10 and 0.6, respectively.
Assuming the PDP of neighbor n ij ∈ i is p ij , then the mass value m 2 (n ij ) is defined as:
3) The sink nodes deployed on the water surface in the actual scenario are very sparse. Therefore, the depth-based greedy criterion makes it easy for packet to be forwarded to the water surface where there is no sink node prematurely and the distance-based criterion results in packet detour when transmitted to the surface sink. Thus, we propose the metric of ETD to make sure that the packet is forwarded more directly to the sink node.
Assuming the vector from source node n i to its neighbor n ij is − − → n i n ij , the vector from source node n i to sink node s j is − → n i s j , and the angle between the two vectors is α. Thus, the ETD is defined as the projection of − − → n i n ij on − → n i s j . The ETD of neighbor n ij can be calculated as follow: Then the mass value m 3 (n ij ) of n ij is defined as:
Dempster's rule of combination provides a methodology for combining evidences (or BPA functions) from multiple metrics to get the trust value of node n ij . The combination rule is an associative operation and is defined as:
where K is a normalization factor used to measure the conflict between BPA functions of different metrics and is defined as:
After calculating the trust, the source node selects the neighbors for the forwarding relay set F. The node with highest trust is first chosen into F. Then, the neighbors that can communicate with all nodes in F are sequentially selected in order of the trust until the probability of successful forwarding p success exceeds the preset value P threshold . The probability p success is defined as:
where j and p f ij are the number of nodes in set F i and the PDP of the jth node in F i , respectively. Nodes continue to join in the set until p success is greater than P threshold or there is no suitable neighbor any more. The value of P threshold is set to 0.95 in this paper. In addition, there must be at least two nodes in the forwarding relay set if the candidate nodes are enough. Algorithm 1 describes the DST 
if p success > P threshold break End if End for Output: the relay set F i of resource node n i End based forwarding relay set determination algorithm, by which the source node can select the appropriate nodes in each hop to forward the packet.
A. PROPOSED HOLDING TIME OF THE FORWARDER
The source node broadcasts the packet to neighbors in the forwarding relay set F i and the nodes that are not in F i will not relay the packet. Each node in F i knows their holding time when they receive the packet from source node. If nodes overhear the transmission from the node with higher trust during their holding time, they will drop the packet; otherwise, they will forward the packet when the holding time is out. After receiving the packet from source node, the selected node will form its own forwarding relay set and hop by hop until the packet is transmitted to the surface sink.
Considering that the underwater node clock is difficult to synchronize, the holding time of jth node f ij in F i when it receives the packet from the source node is calculated as: (14) where T proc and V sound are the packet processing time and the speed of acoustic signal in underwater, respectively. The first and third terms in the Eq. (14) correspond to the propagation time from the source node to the nodes having the highest and the jth-highest trust in the relay set F i , respectively. The second term in Eq. (14) corresponds to the time required for the node to hear the transmission of its predecessor priority node.
B. PROPOSED ENERGY CONSUMPTION ANALYSIS
The total energy consumption for transmission the packets under the proposed EBOR protocol is a combination of the energy consumed to transmit, receive the packet by source node and neighbors that are in the forwarding relay set. Let us consider the E t and E r as the energy consumption for sending and receiving a packet, respectively. Assuming the number of nodes in the forwarding relay is j, then the total energy of one hop for one packet to transmit to the neighbors is defined as:
In UASNs, a lot of energy is wasted due to the collisions and retransmission. Thus, the proposed EBOR protocol reduces these problems by multiple nodes participating the relay of packet to improve the delivery ratio and setting different holding time according to trust to avoid collisions. Therefore, the EBOR protocol can achieve higher packet delivery ratio with less energy consumption.
In addition, the energy tax and uniformity of energy consumption indicators are used to analysis the energy consumption of nodes.
1) ENERGY TAX
The energy tax is defined as average energy consumption per packet that is successfully transmitted. Assuming the total energy consumption required to send M packets is E total , the number of packets successfully transmitted to the sink is m, then the energy tax is calculated as:
2) JAIN'S FAIRNESS INDEX
The nodes deployed in deep water are sparse and far apart from each other. Thus, uneven energy consumption will cause some nodes to run out of energy and form some coverage holes. These holes will not only accelerate the energy consumption of nodes surrounding them, but also shorten the network lifetime. Thus, the energy distribution is an important indicator reflecting the performance of UASNs. The Jain's fairness index is applied to calculate the uniformity of energy consumption and is defined as:
where energy i and N are the residual energy of sensor node n i and the number of all underwater sensor nodes, respectively.
V. SIMULATION RESULTS
In this section, we evaluate the performance of the EBOR protocol and compare it with VBF, HH-VBF, EECOR and GEDAR protocols. Five indicators of PDR, end-to-end delay, total energy consumption, energy tax and Jain's fairness index are used to show the performance of the EBOR protocol versus four routing protocols mentioned above.
A. SIMULATION SETTING
In our simulations, varying number of nodes ranging from 100 to 300 are randomly deployed in a 5000 m × 5000 m × 2500 m three-dimensional space. These sensor nodes are identical in terms of initial energy, energy consumption, communication range and so on. Four sink nodes are evenly deployed on the water surface. It is successful when the packet is transmitted to any sink node, cause sink nodes can obtain the energy by replacing the battery or solar energy and communicate with each other, satellite and terrestrial base stations by ratio. We place a source node at the bottom layer of the network. The data generation rate is 1 packet every 10 seconds and the acoustic signal speed in underwater is 1500m/s. The simulation parameters are listed in Table 5 . B. PACKET DELIVERY RATIO Fig. 4 shows the packet delivery ratio of the EBOR protocol, the GEDAR, the HH-VBF, the EECOR and the VBF protocols according to the number of nodes. We can see that the PDR continues to grow as the number of nodes increases, because more neighbors of the source node participate in the forwarding of packet. The EBOR protocol has a higher PDR than the other protocols, because it chooses the multiple neighbors to forward the packet and sets different holding time for neighbors to reduce the collisions among packets. The PDR performance of GEDAR protocol is lower than that of EBOR, because the source node chooses the neighbor closest to the sink as forwarding node which transmits the packet to the water surface instead of the sink. The PDR of EECOR protocol is lower than that of HH-VBF, because the nodes in EECOR do not know the location of sink nodes, they only forward the packet based on the hop count of neighbors. However, the further the distance of one hop, the greater the probability of transmission failure. The VBF protocol has the lowest PDR among these five protocols, because there are too few relay nodes in the ''routing pipe'' when the nodes are sparse. Thus, the HH-VBF protocol improves the performance by utilizing the hop-by-hop procedure in packet forwarding.
The end-to-end delay is the total time that packet is transmitted from the source node to the surface sink hop-by-hop, which includes the holding time, packet processing time and propagation time.
The end-to-end delay of each protocol is shown in Fig. 5 . As shown in Fig. 5 , the end-to-end delay of all protocols 71044 VOLUME 6, 2018 decrease as the number of nodes increases, because the source node can find a shorter path to the surface sink as the available neighbors increase. The end-to-end delay of EBOR protocol is close to that of the EECOR protocol and is less than the other protocols, because the EFD and hop count are introduced to select the best next hop node for the source node. Multiple neighbors participate in the packet forwarding and set different holding time so that the transmissions have the least retransmission and collisions. The end-to-end delay performance of HH-VBF protocol is lower than GEDAR protocol, because the nodes in GEDAR apply the depth-based greedy criterion to find the next hop. However, the nodes in VBF and HH-VBF set the holding time according to its distance from the center of ''routing pipe'' which without considering the EDT or hop count metrics. Furthermore, the forwarding relay nodes may be situated on different sides of the pipe, and the collisions may increase due to the hidden terminal problem. These issues cause HH-VBF to perform poorly in terms of end-to-end delay.
The results shown in Fig. 6 is the total energy consumption of nodes during the simulation time, which include the packet transmission, reception and overhearing consumption.
We can see from Fig. 6 that the EBOR protocol consumes less energy than other protocols overall. This is because the EBOR protocol selects the relay set based on the EFD and sets different holding time for nodes in the relay set to void the collisions and retransmission. The VBF protocol has the least energy consumption at the beginning, because most packets are dropped during the transmission for they cannot find the next hop. Thus, the packet delivery ratio of VBF protocol is low. Moreover, its energy consumes fast when the number of nodes increases, because all neighbors in the ''routing pipe'' of source node will forward the packet. The energy consumption of HH-VBF is the largest, because all neighbors of the source node establish their own ''routing pipe'' connected to the sink and more and more nodes participate in forwarding. Therefore, the energy consumption of HH-VBF protocol is much higher than that of other protocols.
The energy tax is the average energy consumption of packets which are transmitted to the sink nodes during the simulation time. From the Fig. 7 we can see that the energy tax performance of EBOR protocol is better than the other protocols. The average energy consumption of packets is 62.67J/packet when the number of nodes is 100, and it remains relatively stable with the number of nodes increases. This is because the PDR increases as the number of nodes increases, and the source node controls the number of neighbors in forwarding relay set based on a pre-defined transmission probability. The energy tax of EECOR protocol and VBF protocol decrease fast, because the PDR of these two protocols increase fast as the number of nodes increases. The energy tax of HH-VBF is relatively high all the time, because too many nodes forward the packet, resulting in wasted energy.
The Jain's fairness index is applied in this paper to reflect the distribution of nodes residual energy. As shown in Fig. 8 , As the number of nodes increases, the fairness index of the EBOR, EECOR and HH-VBF protocols increases, while the fairness index of the GEDAR and VBF protocols decreases, because both EBOR and EECOR protocols consider the residual energy of nodes and more nodes in HH-VBF participate the forwarding as the number of nodes increases. However, the source node in GEDAR uses the greedy criterion to select the next hop without considering the residual energy of nodes and the packet in VBF only be transmitted in the ''routing pipe'' which will cause the excessive consumption of nodes' energy in pipe. Moreover, there are some coverage holes when some nodes are out of energy due to overuse. These holes will increase the burden on the surrounding nodes, thus shortening the network lifetime. Thus, uniform consumption of residual energy helps extend network lifetime. We can see from Fig. 7 and Fig. 8 that the EBOR protocol achieves a lower energy tax and a higher fairness index and effectively extends the network lifetime.
VI. CONCLUSION
In UWANs, it is a key challenge to establish efficient communication between nodes, while the uniformity of energy consumption is also an important indicator. Because deployed nodes are sparse in deep sea, the out of energy of nodes will cause coverage holes and result in network accelerated death. In this paper, we propose the EBOR protocol using DST, which provides a way for source nodes to select the suitable next hop when facing multiple metrics. The source node considers the three metrics PDP, ETD and residual energy to achieve trade-off among the packet delivery ratio, energy consumption and end-to-end delay by dynamically selecting the next hop in every transmission. Moreover, nodes in relay set are set to different holding time according to their trust to reduce the collisions and retransmission. The simulation results show that the EBOR protocol performs better in terms of packet delivery ratio, end-to-end delay and uniformity of energy consumption when compared with GEDAR, EECOR, HH-VBF and VBF protocols.
